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Bi-Directional Netscreen Remote VPN using xAuth and Firewall Authentication
with Microsoft Internet Authentication Service (IAS)

Purpose

The purpose of this application note is to assist a user in setting up a Netscreen Firewall (ScreenOS 4.0.2
and above) and Netscreen Remote VPN Client (8.x and above) to use Xauth and Firewall Authentication
with Microsoft IAS Service to etablish a bi-directional remote VPN connection. This process will require
the following:

1. Installing and configuring IAS (Internet Authentication Service) on Windows 2000 Server;
2. Configuring Netscreen Firewall for xAuth and Firewall Authentication; and

3. Configuring Netscreen Remote VPN for Dialup VPN connection.

4. Testing and verifying the Authentication and VPN Connection.

Overview

The use of RADIUS as the unified authentication server for user and device access has gained its
popularity in the network security industry. RADIUS server provides a central repository of authentication
and auditing information. Based on RFC 2165, 2865 and 2866, RADIUS is an open, flexible and scalable
authentication mechanism.

It can be integrated with other existing authentication database such as Windows 2000 Active Directory or
Novell Directory Services to provide access control and maintenance for enterprise wide network.

To take advantage of centralized authentication and simple user access management, Netscreen
provides the feature for implementing RADIUS server to allow authentication of VPN, firewall,
administrative user and external user groups.

This document is intended to provide a Step-by-Step instruction of utilizing Microsoft RADIUS Server
(Internet Authentication Service) for Firewall and xAuth (external) Authentication to establish a bi-
directional VPN connection.

The structure of this document includes the following sections:

Section 1: Application Description

Section 2: Lab Environment Diagram and Configuration Objective
Section 3: Installing and Configuring IAS to support Netscreen Device
Section 4: Configuring Remote Access Policy for Global User Group



Section 5: Configuring Netscreen for xAuth and Firewall Authentication
Section 6: Configuring Netscreen Remote Client for xAuth and Firewall Authentication
Section 7: Testing and Verifying Authentication and Bi-Directional VPN Connection

An appendix — CLI Example of Configuration is also included for reader’s reference and review.

Section 1: Application Description

Firewall Authentication

Firewall authentication is a policy-based authentication method, which requires user to initiate an
authentication request via HTTP, FTP or Telnet traffic. The authentication requests are initiated based on
destination addresses defined in the policies. The authentication session are cached in the firewall for a
specific interval (default timeout is 10 minutes; configurable up to 255 minutes) base on source IP
address.

xAuth (Extended Authentication)

Netscreen’s implementation of xAuth requires network user to provide the login credential when the VPN
connection is initiated. Itis configured on IKE gateway (Phase 1 configuration). The authentication
request are made in between the IKE phase 1 and phase 2 negotiations. Unlike Firewall authentication,
the User login credential is encrypted during the xAuth session. IP address assignment, DNS and WINS
IP can be relayed to the xAuth client(s) upon successful authentication. The xAuth lifetime is 480
minutes.

Microsoft IAS (Internet Authentication Server)

Integrated with Microsoft Windows 2000 Active Directory infrastructure, Internet Authentication Service
(IAS), a Microsoft's implementation of RADIUS, provides an efficient architecture of centralized user
authentication, accounting and authorization. IAS incorporated the use of remote access or VPN
equipment in a single or multiple vendor network environment.

Advanced features of IAS can be used to secure the domain and user access. Please refer to Microsoft's
IAS white paper for more information:

http://www.microsoft.com/windows2000/techinfo/howitworks/communications/remoteaccess/ias.asp




Section 2: Lab Environment Diagram and Configuration Objective

Domain username: sue

Domain Password: sue

IKE Identity: test1@netscreen.com
Pre-share Secret: Netscreen

P1 Proposal: pre-g2-3des-sha

P2 Proposal: g2-esp-3des-sha

E1-Trust
30.30.30.1/24

IKE User: test1

IKE Identity: test1 @netscreen.com
External User Group: esupport
Pre-share Secret: Netscreen

P1 Proposal: pre-g2-3des-sha

P2 Proposal: g2-esp-3des-sha

The objective of this lab is to allow bi-directional VPN access between the Remote VPN user and the
Window 2k Domain by using the double-layer of user authentication: xAuth and Firewall authentication.

The Proposed Traffic Flow

1. The Remote VPN user will initiate a Phase 1 negotiation from the Netscreen Remote Client by
pinging the domain workstation (30.30.30.5) on JFTACSRY domain.

2. The Remote User will then enter the domain username and password to be authenticated by
Microsoft IAS resides on Domain controller (30.30.30.250).

3. The Remote user will launch a HTTP session to access the domain workstation (30.30.30.5)
therefore to invoke the Firewall Authentication. The Remote user will again use the domain
username and password to login.

4. Upon successful authentication, the remote VPN user will process with ping request to reach
Domain workstation. A successful ping reply should be returned.

5. The Domain Workstation will ping the IP (60.60.60.1) assigned to Remote VPN User and receive
a successful reply. This will complete the bi-directional VPN Connection (required ScreenOS
4.0.2 and above).

Section 3: Installing and Configuration IAS to support Netscreen Device

This document assumed that IAS is installed on a Windows 2000 server (as a domain controller) and is
configured to support Netscreen Device for xAuth and Firewall Authentication.

The following link provides a step-by-step installation instruction of IAS on a Windows 2000 server.

http://kb.juniper.net/kb/documents/public/ApplicationNotes/Technical/ScreenO0S%204.0.0/400_config_screenos_ntdomain.pdf
(Section 2: Installing and Configuring Win2k for RADIUS Authentication. Page 5-8).




Section 4: Configuring Remote Access Policy for Global User Group

After configuring IAS to support Netscreen, you will see the available Clients on IAS Console.
Start- >Administrator Tools, select Internet Authentication Service to load the console.

Two RADIUS clients (“Netscreen — 10.100.2.223” and “Esupport Netscreen — 30.30.30.1”) are configured
as illustrated. This documention will use ESupport Netscreen as the example.

4 Internet Authentication Service

Jﬂction Wig |J<1=' -P||E||@

Tree I Friendly Mame | Address | Protocal | Client-Yendar
®> Internet Adthentication Service (Local) “H MetScreen 10.100.2.223 RADIUS RADIUS Standard
Clients _E_ESupport Metscreen  30.30.30.1 RACIUS RACDIUS Skandard

Remoke Access Lagaing
% Remoke Access Policies

1. Creating Domain User Group

Prior to creating a Remote Access policy, User Groups need to be defined on Domain Computer
Management.

Start- >Administrator Tools, select Computer Management.
Esupport Group is created and domain users “sue” and “test1” are added as group members.

| Ol computer Management esupport Properties ﬂ ll
]JEctlon ez |J¢I-’||X||§ Generall
Tree I Mame |
@ Computer Management {Local) gndministrators g esuppart
EI@ System Toals gBackup Operataors
-{E7] Evert: Viewer & Guests
[]---@ System Information Power Users Diescription: ||
[]---ﬁ Performance Logs and Alerts Replicator
-4 Shared Folders S Users Members:
----- :E.f_ Device Manager gesupport E -
I'_—'I--- Local Users and Groups gSaIes Q et
[ Usirs
425 Groups
EI--S Storage
----- (2 Disk Management
----- e Disk Defragmenter
(=) Logical Drives
[]--@ Remavable Storage
[]--& Services and Applications
Add... | Femayve |
| QK I Cancel Apply

2. Creating Remote Access Policy

A Remote Access Policy is a form of access lists created on IAS to permit or deny user access based on

a set of credentials. Netscreen provides Vendor Specific Attributes (VSA'’s) to allow specific information to
be forwarded to the NetScreen Device.



Parameters, such as Domain Users Group membership, scheduling and others can be implemented on
Remote Access Policies. A Remote Access Policy must be created and defined prior to allowing user
authentication to the IAS Server. In our lab, we will create the following Remote Access Policy:

Policy 1: Permit access to esupport VPN to all users in “esupport” Group

This policy will permit domain users who are members of “esupport” Group to login with NetScreen-
Remote to gain access to resources defined in esupport VPN with Policy manager.

To create a remote access policy, start Microsoft IAS console.
Start- >Administrator Tools, select Internet Authentication Service to load the console.
Right click on Remote Access Policy and click Add, a wizard will appear.

| Acton Vew | & = B @B E

. Trea I Name

I# Internet Authertication Service {Local)
i) Clients
(+]-__] Remote Access Logaing

5 lici

Export List...

Help

Enter a name of the new policy, for example “Esupport xAuth policy” and click on “Next”.

Add Remote Access Policy E3
Palicy Mame

Specify a friendly name for the policy,

A Remote Access Policy iz a zet of actionz which can be applied to & group of uzers
meeting certain conditions.

Analogous to rulez you can apply to incoming mail in an e-mail application, pou can
specify a set of conditions that muzst be matched for the Bemaote Access Policy to apply.
ou can then gpecify actions to be taken when the conditions are met.

Policy friendly name:

esupport xauth policy

< Back I Heut » I Cancel




Select Attribute Windows-Groups and click on “Add” to continue.

i Select Attribute EEd

Select the bype of attribute to add, and then click the Add button,

Attribute types:
I arne | D ezcription
Called-Station-ld Phane number dialed by uger
Calling-Station-ld Phone number frorm which call anginated
Client-Friendly-Manme Friendly name for the BADIUS client. [JAS only]
Clent-|P-&ddress P addrezs of BADIIS clent. [|AS anly]
Client-fendor banufacturer af BADIUS proxy ar HAS. [1A5 arl
Day-ind-Time-Restric...  Time periods and days af week during which use
Framed-Protocol The protocol to be uzed
MAS-ldentifier String identifying the MAS anginating the request
MAS-P-Address |F addrezs of the MaAS originating the request [|&
MAS-Port-Type Type of physical port uzed by the NAS originatin
Service-Type Type of zervice uger has requested
Tunnel-Type Tunneling protocols to be uzed
YWindows-Groups Windows groups that uzer belongs to
ol | i

Add.. Cancel |

Select appropriate Windows Group that will be bound to this access policy and be added under conditions
to match. “Windows-Groups matches “JFTACSRV\esupport” is used in our lab. You may add additional
User Group to permit the access in the Remote Access Policies.



Internet Authentication Service

| action  ¥ew |J¢' #||X|@|J"‘ *

Tree I Marne | Crder |
@3 Internet Authentication Service (Local) Esupport wAuth Palicy 1
{17 Clienks £ J0se's friends policy z

-{_1] Remote Access Logging Z8 Allow access if dial-in permission is enabled 3

Esupport xAuth Policy Properties 2]

Settings |

Palicy name:

Add... Remove Edit...

If & uger matches the conditions

% Grant remote access permission
" Deny remote access pemission

Accesz will be granted with the prafile vou specify, unless access
iz overnidden on a per-user basis.

Edit Profile... |

K I Cancel Apply

We have elected “Grant Remote Access Permission” to esupport group.

|
| Add Remote Access Policy '

Permiszions
Determine whether to grant or deny remote access permizsion,

r'ou can use a Remote Access Policy either to grant certain access privileges to a
group of uzers, or to act az a filker and deny access privileges to a group of uzers.

If & uzer matches the specified conditions:

%' Grant remote access pemission

" Deny remaote access permission

< Back I Mext > I Cahcel




3. Defining Remote Access Profile

We will define PAP Authentication and NetScreen’s Vendor Specific Attributes (VSAs) under Dial-in
Properties of Remote Access Profile.

Click on Edit Profile, select “Authentication” tab. Uncheck both “Microsoft Encrypted Authentication
version 2” and “Microsoft Encrypted Authentication” check boxes and check the Unencrypted
Authentication check box.

Jaction Wigt |J<2=-D||X||§|J"‘ +

Tree I Marne: I Order |
@ Internet Authentication Service (Local) Esuppart xAuth Policy 1
{11 Clients Jose's friends policy 2

{Z1 Remate Access Logging ZF llow access i diakin permission is enabled 3

Esupport xAuth Id S| it Dial-in Profile 2=l

Settings | Dialin Canstraints | IP | Multilink, |
Authentication I Encryption | Adwanced

Palicy name: Esupport wiuth Policy

) " Check the authentication methods which are allowed for this connection.
Specify the conditions ko match:

find Lps "JFT:

Extenzible &uthentication Protocal

Select the EAP type which is acceptable for this policy.

IMDE-EhaIIenge j Canfigure... |

[~ Microsoft Encrypted Authentication version 2 [M5-CHAP +2)

Add... Remove Edi.. ™ Microsoft Encrypted Authentication (MS-CHAP)
—If & user matches the condition: ¥ Encrypted Authentication [CHAP)
(%' Grant remote access peimissian v Unencrypted Authentication [PAP. SPAF)

" Deny remote access permission

Access will be granted with the profile you specify, unless access

. . . Unauthenticated Acce:
iz overidden on a per-user basis.

O Allow remate PPP clients to connect without negatiating

= = any authentication method.
Edit Profile. .. |

0K | Cancel | Al | oK I Cancel | Apply

A warning dialog box will pop up regarding the changed settings. Click on No to exit.

Dial-in Settings |

You selected one or more authentication methods, To ensure that each prokocol is correctly configured for the
remoke access, policy, and domain levels, Follow the step-by-step procedures in Help.

Wiew the corresponding Help kopic?

Click OK to acknowledge. Select “Advanced”’ tab of Dial-In Properties



J.c\_ction Wiew |J<}=-’|||X||§|J"‘ +

Tree I

@ Internet Authentication Service (Local)
{7 Clients

D Remate Access Logging

% Remoke Access Policies

Seltings I

2]

Palicy name: Esupport wbuth Policy

Specify the conditions to match:

Add... Femaove Edi...

I a uger matches the conditions

' Grant remote access permission

£ Deny remote access permission

iz overidden on & per-user basis.

Access will be granted with the prafile you specify, unless access

Edit Profile...

ok |

Cancel |

Ay |

Name | Order |
Esupport scAuth Policy 1
Jose's friends policy 2
Allow access if dial-in permission is enabled 3

Edit Dial-in Profile
Diakin Canstraints | IP | M ultink
Authentication I Encryption Advanced

Specify additional connection attributes to be returned to the Remate
Access Server.

Parameters:
M ame | Wendor | Walue
Wendor-S pecific RADIUS Standard  esupport

RADIUS Standard  FPP
RADIUS Standard - Framed

Framed-Pratacal
Service-Type

Add. | Femove | Edi. |

1] | i

2]

o ]

Cancel | Apply

NOTE: For Framed-Protocol and Service-Type as shown on the Advanced Dial-in Profile property are not

required.

Click the Add button to add the NetScreen VSA’s. A list will appear, select Vendor Specific and click Add

Add Attributes EHE |

To add an attribute to the Profile, select the attribute and click Add.

RaDIUS attributes:

Mame

| Wendor |

Description :I

LogindP-Huost
Login-LAT-Group
Login-LAT-Mode
Login-LAT-Port
Login-LAT-Service
Login-Service
Login-TCP-Port
Reply-Message
Service-Type
Tunnekassignment-|D
Tunnel-Client-auth-100
Tunnel-Clignt-Endpt
Tunnel-Medium-Type
Tunnel-Pagzword
Turrel-Preference
Tunnel-Pyt-GroupdD
Tunnel-Server-authD
Tunnel-Server-Endpt
Tunnel-Type

RaDIJS Standard
RADIUS Standard
RADIUS Statndard
RaDIJS Standard
RADIUS Standard
RADIUS Standard
RaDIJS Standard
RADIUS Standard
RADIUS Standard
RaDIUS Standard
RaDIJS Standard
RADIUS Standard
RADIUS Statndard
RaDIJS Standard
RADIUS Standard
RADIUS Standard
RaDIJS Standard
RADIUS Standard
RADIUS Standard
RaDIUS Standard

IF address of host to which user should be connec |
LAT group codes for which user is autharized
Made with which uzer iz to be connectad by LAT
Port with which uger iz o be connected by LAT
Haszt with which user is to be connected by LAT
Service conhecting uzser ta login host
TCP port to which uzer should be connected
Meszage to be dizplayed to uzer when authenticati
Type of zervice uzer has requested
Tunnel to which a session is o be assigned
Mame uzed by the tunnel initiator during the authen
IP addrezs of the initiator end of the tunnel
Tranzport edium to use when creating a tunnel fo
Pagzword for authenticating to a remote server
Fielative preference assigned to each tunnel when
Group 1D for a particular tunneled seszion
Mame uzed by the tunnel terminator during the auth
IF address of the server end of the tunnel
Tunneling pratocals to be uzed
Usged to support proprietamy NAS features v|
»

sdd | Clse |




Select Enter Vendor Code and input 3224 (NetScreen’s IETF Code) and make sure you select Yes, it
does confirm and click Configure Attribute.

| Add Attributes 7% _[O]x

To add an attribute ta the Profile, select the attribute and clhick. Add.

| RADIUS attributes:

! MHarne | Wendor | Dezcription ﬂ 1
?:ﬂfcﬁﬁ:zge Multivalued Attribute Information 7| x|
TunnelAszignment-D :

TunnekClient-AuthID il aiie

Tunnel-Client-Endpt IVendor-Specific

Tunnel-tedium-Type

Tunnel-Pagzword Athibute number: ¥endor-Specific Attribute Information

Tunnel-Freference
Tunnel-Pyt-Group- D I2E Abtribute name;

Tunnel-Server-Auth-10

IVendor-Specific

Tunnel-Server-Endpt Abtribute format:

Tunnel-Type I i .

\-"endnl-Sﬂ?ecific DetetSiing Specify netwaork access server vendor.
Ciscodl/Fair | ambuteveuss O Selectfromlst |FADILS Standard
lgnore-Uzer-Dialin-Propertie = i

USR-ALCM Tupe | Vendot & EnterVendor Code: |322"'1
USR-AT-Cal-lnput-Filker -
JSR-AT-Call-Output-Filker
USR-AT A nput-Filter
USR-AT-Dutput-Filker

Configure ¥5A (RFC compliant)
Specify whether the attribute cc

« wendor specific attributes. Wendor-assigned attibute number:
% “Yez. |t conforms. |3
™ Mo. It does not conform. Attribute format:
IString j
LI— Canfigure Attribute. .. |
Altribute value:
[esupport

ak I Cancel

Enter the appropriate attribute value. The objective of this application is to use User group for xAuth and
Firewall Authentication. Enter “3” for user group definition. The attribute value must match the external
group definition on Netscreen Firewall. In this case is “esupport.” Continue to Click on OK and Finished.

Like all Access lists, ordering of the Remote Access Policies are extremely important. An access policy

can contain multiple Netscreen specific attributes. To add additional access policies, simply repeat the

above steps to create desired policies. In this case, Esupport xAuth Policy is in first order position, which
takes precedence above all other access policies.

" ¢ Internet Authentication Service

| action  iew H#l-b||><||§“"‘ ¥

Tree | Marne: | order |
Internet Authentication Service {Local) Esupport xAuth Policy
{1 Clients Jose's friends policy 2
&3 Remote Access Logging All-:uw access if dial-in permission is enabled 3

f-_(-? Remote Access Policies
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Section 5: Configuring Netscreen for xAuth and Firewall Authentication

1.

Adding Authentication Server

On Netscreen WebUI, click on Configuration > Auth > Servers > New, enter name for new auth server.
Enter the IP address of the Radius servers (Microsoft IAS). Select “Auth” and “xAuth” for account type.

Enter Radius shared secret and click OK to complete adding new auth server.

—

NETSCREEN'

Sealable Secority Solvtions

NS50

L

R
rTT

| B

Configuation > Auth > Auth Servers > Edit

ns50

Name IMicrosoft

IP/Domain Name [30.30.30.250

Backupil |

Backup2 |

Timeout |10 (0 to disable)

Account Type  Auth

CL2TP I Admin

¥ XAuth

~ RADIUS Radius port 1645 Shared Secret |*********
o
-
} — © SecurID Client Retries 3 Client Timeout 5 seconds
=
o Authentication Port 5500
)
[
| Encryption Type © DES ¢ SDI
I
a- Use Duress © Yes & HNo
L . LDAP LDAP Port 389 Common Name Identifier |cn
Toggle Menu Distinguished Name(dn) |
OK Cancel |
The illustration below shows the newly added Microsoft Radius Server.
ID Name Server IP/Name Type Acct Type Configure
0 Local Local Local admin auth 12tp xauth Edit -
* 11 Microsoft 30.30.30.250 RADIUS auth xauth o o

* - Auth server is in use

2. Adding External User Group

On Netscreen WebUI, click on Object > User Groups > External > New, enter Group name “esupport”
and select Auth and xAuth as Group type.
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a NetScreen Administration Tools (nsS0) - Microsoft Internet Explorer

J Fle Edit Wiew Favorites Tools Help

| wBack v = +~ @ (8] 4| Qoearch GFavorites Pieda 3| B S =
| Ackress &) http /410, 100. 31 135/t0p FitmPs, 1,1

N

Objects > User Groups > External > Edit

NETSCREEN'
Scalable Security Solutions
NS50
L Group Name Iesupport
T’ Group Type Fauth TCIKE [T L2TP ~ XAuth
| o
| & OK Cancel
| =
[ | F
| E
| |
LI
| e
o
o
=
| B
| &
| =
s
]
| &
[ | F
| E
||
|
| -
| F
| L
Group Name Group Type Configure
esupport Auth XAuth Edit Remove

3. Adding IP Pool

Select Objects > IP Pools > New, enter IP Pool Name “ippool.” Input Start IP and End IP. Note that the
IP Pool must be different from the subnet of trust and untrust networks. In our lab, we have defined a
range of 10 IPs, starting from 60.60.60.1 to 60.60.60.10. This IP Pool will be used to assign to the
Remote Dialup VPN user upon successful xAuth Authentication.

IP Pool Name |ipp00|

Start IP [60.60.60.1

End IP |60.60.60.10]

OK | Cancell
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4. Defining xAuth Settings

Click on VPNs > Autokey Advanced > xAuth settings. Select “Microsoft’ as the Default Authentication
Server and “ippool’ as xAuth IP Pool. Enter DNS Primary/Secondary Server IP and WINS
Primary/Secondary IP if need to relay to Remote VPN Users.

—

NETSCREEN:
Scalabla Secarlty Saluiions Reserve Private IP for XAuth User |5 Minutes

NS50

Default Authentication Server hd

L
Query Client Settings on Default Server I

o
\
\
\
y
o CHAP

IP Pool Name |ippool ¥
DNS Primary Server IP IW
DNS Secondary Server IP W
WINS Primary Server IP W
WINS Secondary Server IP W

Cancel

l_
l_
l_
l_
L

n
o
|
\
\
\
y
o
L

T e

5. Adding IKE User

Click on Objects > Users > Local > New, Enter fest1. Select IKE User and Simple Identity.

On the IKE Identity, enter test1@netscreen.com as the identity.

The following steps are not required since the purpose of IKE User creation is for Phase 1 Negotiation
only.

Select “Authentication User’ and “xAuth User” and enter password. Choose “ippool’ from the drop-down
list of IP Pool on L2TP/xAUTH Remote Settings. Click OK to complete the user creation.

13



Objects > Users > Local > Edit

—

NETSCREEN'

Scalable Sucority Solutions

NS50 Auth/IKE/L2TP/XAuth User

Userl— User
N oot

Group
Status & Enable  Disable

¥ IKE User Number of Multiple Logins with Same ID |1
« Simple Identity

IKE ID IKE
Tome AUTO Tdentity |test1@netscreen.com

 Use Distinguished Name For ID

¥ Authentication
User

rrrr1r o

User Password I****

¥ XAuth User Confirm Password [***x*
™ L2TP User

= T

S
0

L2TP/XAuth Remote Settings ( Remote IP: 0.0.0.0)

IP Pool |ippool = Static IP |0.0.0.0
Primary D?pS 0.0.0.0 Primary WI;\IPS 0.0.0.0

Secondary l— Secondary l—
DMS TP 0.0.0.0 WINS TP 0.0.0.0

0 B
i

rT

T T

- O

Name Type Group Status Identity Configure
test1l Auth,IKE, XAuth xauth user Enabled test1@netscreen.com In Use

6. Adding IKE User Group

Click on Objects > User Groups > Local >New, enter a New Group Name “xauth user’ and elect test1
as the member of the user group. This user group will be used for Remote Dialup VPN.

Objects = User Groups > Local > Edit

Group Name Ixauth user

<-- Group Members --> <-- Available Members -->
test]

<<
>

OK Cancel
Group Hame Group type Members Configure
xauth user auth ike xauth testl Edit

14



7. Creating Phase 1 IKE Gateway

Click on VPNs > Autokey Advanced > Gateway > New, enter Gateway Name “P7 xAuth.”
Select “Dialup User Group — xauth user” and input “Preshared Key.” In our example, we used

Netscreen. Click on “Advanced” to continue with Ph

ase 1 Proposal Setting.

Gateway Name |P1 xAuth
Security Level © Standard ¢ Compatible © Basic & Custom
Remote Gateway Type
© Static IP Address IP Address/Hostname
~ Dynamic IP Address Peer ID
~ Dialup User User |None ~
& Dialup User Group Group |xauth user =
Preshared Key|*********
Local ID {optional)
Outgoing Interface ethermnet3
oK | Cancel | Advanced |

In this lab, we use pre-g2-3des-sha as our Phase 1

Proposal. Make sure to select “Aggressive” mode.

Check “Enable xAuth” and select “External Authentication” to use with “User Group — esupport.” If you are

behind a NAT device, select Enable NAT-Traversal.
1 creation.

Press Return and click on OK to complete the Phase

Security Level

User Defined # Custom

Predefined © Standard ¢ Compatible ¢ Basic

Phase 1 Proposal

Ipre—g273des—5ha

j Inone j

IﬂEII'IB

=] [nane =

Mode (Initiator) © Main (ID Protection) & Aggressive

" Enable NAT-Traversal

UDP Checksum I

 Allow Any

 User

& User Group
" CHAP

Keepalive Frequency |0 Seconds (0~300 Sec)
Heartbeat
Hello |0 Seconds (0~3600 Sec)
Reconnect |0 Seconds (60~9999 Sec)
Threshold |5
¥ Enable XAuth
© Use Default
 Local Authentication
& Allow Any
 User None «
© User Group None -
& External Authentication Microsoft | [~ Query Remote Setting

Name |
Name |esupport
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I Use Distinguished Name for Peer ID

CN |
ou |
Organization |

Location |
State |
Country |

8. Adding Phase 2 VPN

Click on VPNs > Autokey IKE> New, enter VPN name “P2 xAuth.”
Select “P1 xAuth” as the Predefined Remote Gateway and click on Advanced to continue on Phase 2
Proposal Configuration.

YPN Name P2 xAuth
Security Level ¢ Standard © Compatible ¢ Basic & Custom

Remote Gateway ~ Predefined P1 xAuth -

 Create a Simple Gateway

Gateway Name

Type ¢ Static IP Address/Hostnameli
 Dynamic IP Peer IDli
 Dialup User Userlm
 Dialup Group Grouplm

Local ID (optional)

Preshared Key |

Security Level + Standard  Compatible  Basic
Outgoing Interface |ethernet3 ~
OK | Cancel | Advanced |

G2-esp-3des-sha is used as Phase 2 Proposal in our example. Press Return to the previous page and
Click on “OK” to complete the Phase 2 creation.

16



Security Level
Predefined © Standard ¢ Compatible  Basic

User Defined # Custom

Phase 2 Proposal
|g2—esp—3des—sha j Innne j
|nune j |nune j

Replay Protection™
Transport Mode™ (For L2TP-over-IPSec only)

Bind to ~ None
 Tunnel Interface none ‘l
 Tunnel Zone Untrust-Tun v
Proxy-ID [
Local IP / Netmask [0.0.0.0 /|
Remote IP / Netmask |0.0.0.0 /|
Service |ANY |

VPN Group INune vl Weight IU

Y¥PN Monitor™
Source Interface |default vl
Destination IP [0.0.0.0
Rekey ™

Return | Cancel

9. Creating Bi-Directional Remote Dialup VPN Policies (Required ScreenOS 4.0.2 and
above)

Click on Policies > Select “From Untrust to Trust” > New.
Select “Dialup VPN’ as the Source address and “Sue 30.30.30.0/24” as the Destination Address.

Choose “Tunnel “as Action and Select “P2 xAuth” as Tunnel VPN. Make sure to Check on “Modify
matching bidirectional VPN Policy. This will allow two-way VPN traffic between Remote Dialup VPN
user and the trust network. Click on Advanced to continue on next window.
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Dial-Up VPN |

Sue 3130300124 ~ |

10. Configuring Firewall Authentication

On Advanced Policy Settings, Check on “Authentication.” Select Microsoft as the Auth Server. On User
Group, select External Auth Group — esupport. Click on “Return” and OK to complete the policy
configuration.

¢ Use [Microsoft ~|

& |External Auth Group - esupport |

|Allow Any r
|Allow Any |—
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Section 6: Configuring Netscreen Remote Client for xAuth and Firewall
Authentication

e Create a new connection. In this lab, we named it “xAuth lab.” Select “Secure” for the

Connection Security.

o Choose “IP Subnet’ for Remote Party Identity and Addressing. Enter the IP subnet of the
Remote Trust Network; for example, subnet: 30.30.30.0; Mask: 255.255.255.0.

e Click on Connect using Secure Gateway Tunnel and use “IP Address” as ID type.

e Enter IP of Remote IKE Gateway — “10.100.31.135.”

ESecuritv Policy Editor - NetScreen-Remote - |0 |i|
File Edit Options Help

_l_I_I_I_I;FE‘>I Fio| X | ilil A werscaren Bl

MNetwark Security Policy

=] ';I My Cannections — Connection Security
SRy Auith [ab -
3 My Identity @ EEmme I~ Only Connect hanually
£ B3 Security Policy " Non-secure %

=-& Authentication (Phase 1) " Block

i L[] Proposall

E\Eﬁ Key Exchange (Phase 2) i Fiemate Party Identity and Addressing
[Z) Proposal 1

-8 Other Connections ID Type I\P Subnet VI
Subnet: |3D 30.300

Mask |255255255.D
Protocal [l ~| Pot Jen ;||

¥ Connectusing ISecure Gateway Tunnel ;I

ID Type |IPAddress -
10.100.31.138

Click here tofind out about program add-ons

e Under “My Identity,” enter “Netscreen” as the Pre-Shared Key.

e Select “Email Address” as the local ID Type and enter IKE ID “test1@netscreen.com.”

e Make sure to select “Required” for Virtual Adapter. This will enable the Remote Client to receive
an IP assignment from the xAuth IP Pool.

ESecuritv Policy Editor - NetScreen-Remote — |0 |i|

Fle Edit Opfions Help

%l A Xlu ﬂil M Nerscreen Bl

MNetwork Security Policy
B2 My Connections — My [dentity

-8 xAuth lak o
@ My Icleriity] Select Certficate eaciciecll=]
=] Q Security Policy INDne LI
=HE Authentication (Phass 1)
.[J) Proposal 1 D0 Type Part
=] ‘:5 Key Exchange (Phase 2) IE-malIAddress ;I IAII ;I I
| Proposal 1
-3y Cther Connections Itesﬂ (@netscreen.com
Wirtual Adapter IRequired LI

Internal Metwark [P Address IU-U-U-U

—Internet Interface

MName IAny LI

IP Adidr IAny
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Select “Aggressive mode” for Phase 1 Negotiation mode.
Check on “Enable Perfect Forward Secrecy (PFS)” and select “Diffie-Hellman Group 2’ as the
PFS Key Group to correspond with Phase 1 Proposal configured on Netscreen Device.

Uncheck “Enable Replay Detection.”

M security Policy Editor - NetScreen-Remote

File Edit ©Optons Help

=121

1%| F‘GlX ﬂl flv"

MNetwork Security Policy

A Other Connections

Since xAuth is key objective we have emphasized on this lab, Extended Authentication needs to

be enabled on the NS Remote Client.

-féﬂf NETSCREEN

S|

=1 My Connections T
. =dB xAuthlab _
] G My ldentity Select Phase 1 Negotiation Mode
SRa=] Siecurity Policy " hain Mode

=) @ Authentication (Phase 1) & Aggressive Mode

- L2 Proposalt

] E§ Key Exchange (Phase 2) " Usa Manual Keys

L[] Proposal

¥ Enable Petfect Forward Secrecy (PFS)

PFS Key Group |Diffie-Hellman Group 2

" Ensble Replay Detection

[

Select “Pre-Shared Key, Extended Authentication’ as the Authentication Method.

Chose “Triple DES — SHA-1 and Diffie-Hellman Group2” for Phase 1 Encryption and Data

Integrity Algorithms.

@Securitv Policy Editor - NetScreen-Remote
Fle Edit Options

Help

=1olx]

e x| =] ++

MNetwork Security Palicy

=21 My Connections

SRS

; ge (Phase 2)
] Proposal 1
0 Other Connections

-fﬂl NETSCREEN

NS

| B xbuth lab
H . G My Identiy —Authentication Method and Algorithms
B Q Security Folicy Authentication Method
(Phase 1)

Pre-Shared Key; Extended Authentication

Encryption and Data Integrity Algarithms

EncryptAlg | Triple DES -

Hash Alg SHA- -

Secands
SALife [Unspeciied =] |
Key Group IDIﬁIE!’HE!”mﬁﬂ Group 2 LI
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Under Key Exchange (Phase 2) Proposal 1, check “Encapsulation Protocol (ESP) and select
“Triple DES — SHA-1 — Tunnel.

Make sure “Authentication Protocol (AH) is not checked.
Click on File > Save to save the new configuration.

:ﬂ Security Policy Editor - NetScreen-Remote

= |olx]
IFiIe Edit Options Help
e[ x[d] 4

Metwork Security Policy
=21 My Connections

—fﬂ, NETSCREEN" Bl

- —IPSec Protocaols
=By xAuth lab Seconds kKBytes
G My ldentity SA Lite [Unspecified > | |
=53 Security Palicy
=& Authentication (Phase 1) Compression INune LI
[ Proposal 1
=45 Key Exchange iPhase 2) [¥ Encapsulation Protocal (ESF)
D Froposal 1 Iﬁ
Triple DES
""" Ay Other Connections Enerypt Alg nee =~
Hash Alg ISHA—1 'l

Encapsulation ITunneI v|

[~ Authentication Pratocal {AH)

Hash Al ISHA—1 'l
Encapsulation ITunnel vl

Section 7: Testing and Verifying Authentication and Bi-Directional VPN
Connection

As proposed on Section 2, the Phase 1 negotiation is initiated by a ping request from the Netscreen
Remote to the domain workstation (30.30.30.5) on JFTACSRYV domain.

A login window will pop up for the xAuth user Authentication. The Remote User needs to enter the

domain username and password to be authenticated by Microsoft IAS resides on Domain controller
(30.30.30.250).
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Microsoft Windows 2000 [Uersion 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

H:\>ping 30.30.30.5 -t
30.30.30.5 with 32 bytes of data:

out.
out.
out.
out.
out.

timed
timed
timed
timed
timed

User Authentication for My Connection:

Flease enter Username and Password

Lsemarme: |

Password: |

The authentication attempt can be observed from the Windows Event View as illustrated.

The following Event Log showed that Domain User “sue,” a member of esupport group, is successfully
authenticated by the Microsoft IAS Server and was granted access by matching the Windows Remote
Access Policy of “Esupport xAuth policy. “ The Authentication type is PAP.

L/

User sue was granted access.
Fully-qualified-user-name =
MAS-IP-Address = 30.30.30.1
Mas-Identifier = <not presents
Client-Friendly-Name = ESupport Metscreen
Client-IP-address = 30.30.30.1
MAS-POFT-Type = wirtual
MAS-POrt = 10
PoTicy-mMame = Esupport xauth Policy
authentication-Type = Pap
EAP-Type = <undetermined:

IFTACSRVSZUE

Event Properkties

Evvent
Date: BA2/2003  Source:  |AS
Timne: 14:07 Categon:  Mone
Type: |nformation Event ID: 1
Lzer: A&

Computer; JFTACSREY

Description:

|zer sue was granted access.
Fully-Qualified-Uzer-Mame = JETACSAWY zue
NAS-IP-Address = 30.30.30.1

MAS-ldentifier = <not presents
Client-Friendlp-Hame = ESupport Netscreen
ClientP-Address = 30.30.30.1
MaS-Port-Twoe = Yirtual

o &

K

T

Cancel |
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The Firewall Authentication is implemented to reinforce an extra layer of network security. Upon the
successful xAuth authentication, the Remote user needs to launch a HTTP session to access the
domain workstation (30.30.30.5) in order to invoke the Firewall Authentication.

In this lab, we delegated Microsoft IAS for both xAuth and Firewall User Authentication. The Remote
user will enter domain username and password to login for Firewall Authentication.

J File Edit “ew Favorites Tools Help
| +Back v = ~ @ [ 4| QSearch HFavorites @Meda 4| By S =1 =
| Address |&) 30.30.30.5

Enter Network Password ilﬁl

? Flease type wour user name and passward.

Site: 30.30.30.5

Realm Llzer Authentication

Llser Mame SLE

Fassword

™ Sawe this password in your passward list

0] Cancel
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Once the Remote VPN user has passed both xAuth and Firewall authentication, the user can access
resources on the trust network. As illustrated below, Remote VPN user received a successful ping reply
from the Domain workstation.

WINMNTSystem32' cmd.exe - ping 30.30.30.5 -t

bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127
bytes=32 time<10ms TTL=127

N
N
N
N
.2
N
N
N
N
N
N
N
N
N
N
.5
N
N
N
N
N
N

On the System tray of Remote VPN Client, SafeNet Virtual Adapter will be shown to indicate the
successful Remote VPN connection.

SafeMet Virtual Adapter Interface
Speed: 10.4 Mbps

Sent: 4,690 bytes

Received: 126 bytes
e T
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To further exam the IP Configuration on the Remote VPN Client, use Windows DOS Command: ipconfig
/all to check the IP assignment

Windows 2000 IP Configuration

Host Name . . . .. . . . . . : DSBOF321-2333
Primary DNS Sufflx Lo

Node Type . . . . . . . . . . : Hybrid

IP Routing Enabled .. . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix

Description . . . . : 3Com 3C920 Integrated Fast Ethernet
Controller (3C905C-TX Compatlble) HZ

Physical Address. . . . . . . : DO-BO-DO-10-FA-EE

DHCP Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . :10.100.31.131

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 10.100.31.1

DNS Servers . . . . . . . . . . . :10.100.3.140

198.6.1.4

Primary WINS Server . . . . . . . : 10.100.3.110
Secondary WINS Server . . . . . . : 10.100.3.100

Ethernet adapter Local Area Connection:

Media State . . . . . . . . . . . : Cable Disconnected

Description . . . . . . . : 3Com 3C920 Integrated Fast Ethernet
Controller (3C905C-TX Compatlble)

Physical Address. . . . . . . . : DO-08-T4-96-D3-CE

PPP adapter SafeNet Uirtual Adapter Interface:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface
Physical Address. . . . . . . . . : 00-53-45-00-00-00

DHCP Enabled. . . . . . . . . . . : No

IP Address. . . . . . . . . . . . : 60.60.60.1

Subnet Mask . . . . . . . . . . . : 255.255.255.255

Default Gateway . e

DNS Servers . . . . . . . . . . . : 198.6.1.146

As shown above, IP address of 60.60.60.1, the first IP address of the xAuth IP Pool was assigned to the
Remote VPN user. DNS Servers IP 198.6.1.146 was also relayed to this client.
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From the CLI, we can verify the active xAuth user by using “get xauth active” command. The Gateway
Name, login username, Authentication Server, Remote Gateway IP, IP assignment and Login time can be
reviewed with this command.

| Select C\WINNT\System32'telnet.exe

Remote Management Console

login: netscreen
password:
ns50-> get xauth active

Gl Name Login Auth By GlW IP Private IP Last Login
P1 xAuth sue Microsoft 10.100.31.131 60.60.60.1 2003-06-12 14:2
T:18

The bi-directional VPN is enabled on the Remote Dialup VPN. The domain workstation can also ping the
Remote VPN User by using the private IP address assigned from the xAuth IP Pool.

WINNT Y System324cmd.exe - ping 60.60.60.1 -t
H:\>ping 60.60.60.1

Pinging 60.60.60.1 with 32 bytes of data:

Reply from 60.60.60.1: bytes=32 time<{10ms TTL=128
Reply from 60.60.60.1: bytes=32 time<10ms TTL=128
60.60.60.1: bytes=32 time<10ms TTL=128
60.60.60.1: bytes=32 time<1Bms TTL=128

Ping statistics for 60.60.608.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

H:\>ping 60.60.60.1 -t

Pinging 60.60.60.1 with 32 bytes of data:

Reply from 60.60.60.1: bytes=32 time<{10ms TTL=128
Reply from 60.60.60.1: bytes=32 time<10ms TTL=128
Reply from 60.60.60.1: bytes=32 time<10ms TTL=128
Reply from 60.60.60.1: bytes=32 time<10ms TTL=128
Reply from 60.60.60.1: bytes=32 time<10ms TTL=128
Reply from 60.60.60.1: bytes=32 time<10ms TTL=128
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Log Viewer on the Netscreen-Remote provides a source of VPN connection status verification. As
highlighted below, the Phase 1 and Phase 2 were successfully negotiated and IP Address was received
from the xAuth IP Pool.

i Log viewer - NetScreen-Remote Il by
Clear | Freeze | Sawve Log I Print Cloze
BT T2 538

6-12: 14:09:26.538 My Connections'xAuth lab - Initisting IKE Phase 1 (P ADDR=10.100.31.135)

5-12:14:09:26.588 My ConnectionsixAuth lab - SENDING>»>» ISAKMP OAK AG (54, KE, NON, 1D, WD 5x)
5-12:14:09:26.618 My ConnectionsixaAuth lab - RECENVED<<< ISAKMP OAK AG (54, WID 3x, KE, NOM, 1D, HASH)
5-12:14:09:26.638 My ConnectionsiAuth lab - SENDING>»>3 ISAKMP OAK AG *HASH, NOTIFY:STATUS_INITIAL] CONRNACT)
B-12:14:09:26.638 My Connections'xAuth lab - Established IKE SA

G-12:14:09:26.638 MY COOKIE {6 89 ac 75 B cc 98 fe

G-12:14:09:26.638 HIS COOKIE fe ab bc 9b 41 el 2825

b=T2 T b b o My Lonnectionsiauth [an - RELENEDKCCIRARME UAR TREANS TIHASH, AT TH) Phase 1
B-12:14:09:33.628 My ConnectionsiwAuth lab - RECENWED<<< ISAKMP OAK TRAMNS *(Retransmission)
B-12:14:09:36.583 My Connectionsyduth lab - SENDING>>>» ISAKMP DAK TRANS *HASH, ATTR)
6-12: 14:09:36.603 My Connections'xAwuth lab - RECENVED<<< ISAKMP DAK TRANS *HASH, ATTR)
6-12: 14:09:36.603 My Connections'wAuth lab - Received DMNS Address = IPADDR=1398.6.1.146

B-12: 14:09:36.603 My Connections'xauth lab - Received Private IP Address = I[P ADDR=60.60.60.1
5-12:14:09:43.092 Virual Interface constructed for local interface B0.60.60.1

B-12:14:09:43.162 Virtual Interface added: 60.60.60.1/255.0.0.0 on ISDN "SafeMNet VA minipont”.

B-12: 14:09:43.162 My Connections'xAuth lak - Received Private DMS Address = IP ADDR=198.6.1.146
6-12:14:09:43.162 My Connectionsixauth lab - SENDING»>>» ISAKMP OAK TRANS *HASH, ATTR)

6-12: 14:09:43.2 jiewipDummeeionsprmimimesmiinimg i mrmreismintlient IDs (message id: 14274547)
B-12:14:09:43.282 Initiator = IP ADDR=60.60.60.1, prot = 0 port= 0 Phase 2
B-12: 14:09:43. 2 ZmBaicnansor s B SLIBRIET 44 2le =30 20 20 N2EE 2EE PRGN prot= 0 port =1

B-12: 14:09:43.222 My Connections'xAuth lab - SENDING>>>> ISAKMP DAK GRSHASH, S4, NOMN, KE, ID 2%
B-12: 14:09:43.853 My Connectiansieuth lab - RECEIVED<<< ISAKMP DAK TRANG HASH, ATTR)

B-12: 14:09:43.863 My Connectionsixauth Iab - SENDING>>>> ISAKMP DAK TRANZI MASH, ATTR)

B-12: 14:08:43.863 My Connections'xauth lab - RECEIVEDIC< ISAKMP OAK G SHAS ' LIFETIMEID 2x)
£-12:14:09:43.883 Route 30.30.30.0/255.255.255.0->60.60.60.1 added. XAuth Pool Address
F-12: 14:09:43.683 My Connectionsiuth lab - SENDING>>>> ISAKMP DAK G *HASHY
B-12: 14:09:43.893 My Connectiansieuth lab - Loading IPSec SA (Message ID = 14274547 OUTBOUND SPI = FEC4D763 INBOUND SPI = EEEES7CA)
R-12 140943 893

B-12: 14:08:43.803 My Connections'xiuth lab - RECEIVED<<< ISAKMP OAK INFO *(HASH, DEL)

< o

Conclusion

Integration of Microsoft’s Internet Authentication Service (IAS) and NetScreen network security
appliances has provided a powerful user and device authentication. The centralized user database and
access control allow Network Managers and administrators to manage network resources and security
more efficiently and effectively. Saving on the man-hours of manual user configuration and database
management is significantly improved by utilizing RADIUS as a primary authentication vehicle.
Netscreen provides RADIUS feature support to meet with modern Network and Security professionals’
needs. The use of xAuth and Firewall Authentication together with RADIUS provide a double-layer of
network security solution to corporate enterprise at an optimal operational efforts and costs.

Appendix — CLI Example of Configuration

set auth-server "Local" id 0

set auth-server "Local" server-name "Local"

set auth-server "Microsoft" id 1

set auth-server "Microsoft" server-name "30.30.30.250"
set auth-server "Microsoft" account-type auth xauth
set auth-server "Microsoft" secret "netscreen"

set auth default auth server "Local"

set interface "ethernetl" zone "Trust"

set interface "ethernet2" zone "DMZ"

set interface "ethernet3" zone "Untrust"

set interface ethernetl ip 30.30.30.1/24
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set interface ethernetl nat

set interface ethernet3 ip 10.100.31.135/24

set interface ethernet3 route

set address "Trust" "Sue 30.30.30.0/24" 30.30.30.0 255.255.255.0

set ippool "ippool" 60.60.60.1 60.60.60.10

set user "testl" uid 1

set user "testl" ike-id u-fgdn "testl@netscreen.com" share-limit 10

set user "testl" type auth ike xauth

set user "testl" remote ippool "ippool"

set user "testl" password "test"

set user "testl" "enable"

set user-group "esupport" id 2

set user-group "esupport" location external

set user-group "esupport" type auth xauth

set user-group "xauth user" id 3

set user-group "xauth user" user "testl"

set ike gateway "P1l xAuth" dialup "xauth user" Aggr outgoing-interface
"ethernet3" preshare "netscreen" proposal "pre-g2-3des-sha"

unset ike gateway "Pl xAuth" nat-traversal

set ike gateway "P1l xAuth" xauth server "Microsoft" user-group "esupport"
set ike policy-checking

set vpn "P2 xAuth" id 7 gateway "Pl xAuth" no-replay tunnel idletime O
proposal "g2-esp-3des-sha"

set ike id-mode subnet

set xauth lifetime 5

set xauth default ippool "ippool"

set xauth default dnsl 198.6.1.146

set xauth default auth server Microsoft

set policy id 3 from "Trust" to "Untrust" "Sue 30.30.30.0/24" "Dial-Up VPN"
"ANY" Tunnel vpn "P2 xAuth" id 11 pair-policy 2 Auth server "Microsoft" user-
group "esupport"

set policy id 2 from "Untrust" to "Trust"™ "Dial-Up VPN" "Sue 30.30.30.0/24"
"ANY" Tunnel vpn "P2 xAuth" id 11 pair-policy 3 Auth server "Microsoft" user-
group "esupport"
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